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THE QUANTUM THREAT TO CLASSICAL
CRYPTOGRAPHY

Shor's Algorithm:
RSA / Diffie-Hellman

its

Grover's Algorithm:
AES-128
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How do you know you
have the closest pointe
You must check
everything exhaustively!




WHERE DOES HPC COME IN%
SECURITY BENCHMARKS

* MOST COMPUTERS CAN SOLVE UP TO 200 DIMENSIONS, HPC CAN GO TO 200+
o CRYPTANALYSIS ALGORITHMS TARGETING SVP/CVP: LATIICE REDUCTION (LLL, BKZ)
« DIRECT SOLVING (ENUMERATION, SIEVING)

PERFORMANCE CHALLENGES: IMPLEMENTATION-DEPENDENT, MEMORY-INTENSIVE
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http://www.youtube.com/watch?v=-UrdExQW0cs
http://www.youtube.com/watch?v=-UrdExQW0cs
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